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Prelude
Technology for Continuous Cyber Monitoring of Offshore Assets.

“The increase in remote monitoring and 

autonomous control, IoT and digitalization 

has made rigs much more susceptible to 

attack.”

- Adam Rizika, Head of Strategy, Naval Dome

Real Case

• A Cyber attack was launched on an offshore rig with just a USB 

stick. 

• An OEM service technician unwittingly used the USB stick with 

malicious software containing three zero-day exploits.

Image source: https://img.freepik.com/premium-photo/offshore-oil-gas-rig-sea-sunset-time-
industry-drill-platform-ocean-futuristic-modern-3d-illustration_76964-5493.jpg 
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• Shortage of operational technology (OT) cyber 

domain skilled staff.

• Lack of security awareness.

• Using security controls that are slow to evolve and 

be implemented.

• Inadequate cybersecurity measures, such as 

insufficient network segmentation can make it easier 

for attackers to gain access.

• IT-centric approached being applied to an OT 

environment, causing mismatch between drilling rig 

systems and equipment and their supporting 

software.

Source: OnSecurity.io
https://www.onsecurity.io/blog/offshore-drilling-rigs-vulnerable-to-cyber-attacks/

Causes leading to the problem.
Technology for Continuous Cyber Monitoring of Offshore Assets.
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Existing Cyber Threats as of 2023
Technology for Continuous Cyber Monitoring of Offshore Assets.

Oil and gas infrastructure are vulnerable to a range of cyber threats due to their interconnected

and digitally controlled nature.

These threats can have serious economic, environmental, and safety implications.
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Technology for Continuous Cyber Monitoring of Offshore Assets.

Average time to IDENTIFY and 

CONTAIN an active data breach.

220 DAYS

Average time to IDENTIFY and 

CONTAIN an active data breach.

148 DAYS
USING 

SECURITY AI 

AND 

AUTOMATION

SOURCE: IBM REPORT 2023
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Existing Offshore Cybersecurity Framework

Technology for Continuous Cyber Monitoring of Offshore Assets.
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Possible Risk Mitigation Means using NIST Framework

Technology for Continuous Cyber Monitoring of Offshore Assets.

NATIONAL INSTITUTE OF SCIENCE 

AND TECHNOLOGY (NIST) FRAMEWORK

• A robust framework is essential for effectively 

tracking the cyber resilience and policy 

adherence of offshore assets. 

• Using a continuous cyber monitoring framework 

helps monitor the key components and processes 

involved in the platform such as asset inventory, 

threat intelligence, vulnerability assessment, 

security controls, incident detection and response, 

and compliance monitoring.

Image source: https://nemep.unl.edu/images/cyberframework-circle1.png 
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Existing Cyber Risk Mitigation
Technology for Continuous Cyber Monitoring of Offshore Assets.

To achieve effective continuous cyber monitoring, a combination of technologies and

strategies can be employed, maintaining operational integrity and safeguard against

disruptions.
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New Proposed Solution for Application

Technology for Continuous Cyber Monitoring of Offshore Assets.

1. A system capable of identifying, containing, eradicating, and recovering from any security 
incident.

2. Integration of security information and event management platforms and other external 
systems and tools.

3. Using machine learning algorithm for anomaly detection and behavioral analysis to identify 
any suspicious activities or potential security breaches.

4. Assesses an organization's assets, evaluates their potential value, and compares that value to 
potential dark web prices to estimate potential losses in case of a data breach or security 
incident.
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The NEW platform for Continuous Cyber Compliance.

Technology for Continuous Cyber Monitoring of Offshore Assets.
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Potential Features of the Application

Technology for Continuous Cyber Monitoring of Offshore Assets.

Assure compliance with up-to-date cybersecurity policies using a dedicated compliance

monitoring solution to review the offshore assets’ cybersecurity and governance.
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Compliance Monitoring by the Cyber Application

Technology for Continuous Cyber Monitoring of Offshore Assets.

• Performance dashboard with overview of compliance status, allowing stakeholders to monitor 
progress and make informed decisions.

• Monitor network and system events continuously to identify unusual patterns or behavior and 
Automated Solutions for Managing and Mitigating the event.

• Flexibility in monitoring tool to handle emergencies and unexpected events that could impact 
compliance and reputation, such as oil spills or cybersecurity breaches.

• Machine Learning for evaluating the cyber resilience of vessels in real-time through risk 
scoring, threat modeling, and gap analysis. 

• Priority based Alerting System to indicate critical assets that needs to be addressed 
immediately during a breach.
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Monetary-Value based File Evaluation

Technology for Continuous Cyber Monitoring of Offshore Assets.

Raise awareness across the Board Management by putting a “dollar” value on your files and 

system by comparing your exposure in the digital space with the Dark Web.

• Data classification system categorize files into 

various tiers based on their value.

• Value of different types of data are based on 

factors like sensitivity, rarity, and demand.

• Protect sensitive information during 

valuation process by anonymizing personal and 

sensitive data.

• Set up tools to regularly scan the dark web for 

mentions of the organization's data or sensitive 

information.
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Cybersecurity Awareness and Training

Technology for Continuous Cyber Monitoring of Offshore Assets.

• Cybersecurity awareness and training for offshore oil rigs are essential to mitigate the risks

associated with cyber threats and attacks in these critical environments.

• Implementing cybersecurity awareness and training program tailored to the unique challenges

of offshore oil rigs can empower personnel to actively contribute to the cybersecurity posture of

the rigs, reducing the risk of cyber incidents and operational disruptions.
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Benefits of using the Cyber Compliance Application

Technology for Continuous Cyber Monitoring of Offshore Assets.

MAINTAINING REGULATORY 

COMPLIANCE.

The compliance tool can help

ensure that the offshore assets are

complying with regulations, avoid

legal penalties, and improve the

overall security of their critical

systems and data.

MANAGING MULTIPLE 

OFFSHORE ASSETS. 

Using a network of sensors, 

Intrusion Detection Systems and 

AI-driven analytics, a company can 

constantly evaluate the digital 

infrastructure of several offshore 

oil rigs in a single remote locations.

MONITORING THE 

SECURITY POSTURE. 

Providing real-time data on the 

status of critical assets, such as 

their security vulnerabilities and 

risks, can ensure that the asset is 

operating in a compliant manner 

using latest frameworks.
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Security vs. Usability Trade-off

Technology for Continuous Cyber Monitoring of Offshore Assets.

• Security: High security typically involves 

stringent measures, such as complex 

passwords, multifactor authentication, 

encryption, and restricted access. These 

measures are essential to protect sensitive 

data and prevent unauthorized access.

• Usability: Usability focuses on making 

systems or interfaces easy to use and 

accessible to a wide range of users. This 

includes considerations like user-friendly 

interfaces, minimal steps to complete a task, 

and clear instructions.

SECURITY USABILITY

The challenge is finding the right balance between security and usability.
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Potential handicaps with the Compliance Application

Technology for Continuous Cyber Monitoring of Offshore Assets.

• Resource Constraints - Limited resources, including power, bandwidth, and computational

capacity

• Data privacy and Compliance - Legal and compliance challenges related to data privacy and

data transfer across borders

• False Positives - Overly sensitive cybersecurity systems can generate many false positive

alerts, missing the real security threats

• Human error - Employees or contractors on offshore assets might inadvertently compromise

security protocols.

• Cost Considerations– Implementing and maintaining robust cybersecurity measures can be

expensive

• Integration Complexity: Integrating these systems and ensuring they work seamlessly

together can be complex, causing compatibility issues and operational problems.
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Advantages with the Compliance Application

Technology for Continuous Cyber Monitoring of Offshore Assets.

• Maintaining Reputation - Effective measures for offshore assets to protect the organization's

reputation by demonstrating a strong commitment to security and resilience.

• Preventing Environmental Impact - Protecting the integrity of offshore assets also reduces

the risk of environmental incidents that could result from cyberattacks affecting critical systems.

• Reduced Downtime - Identification and response to security incidents can reduce downtime

and operational disruptions caused by cyberattacks, ensuring uninterrupted operations.

• Reduced Attack Surface - Implementing strong security measures helps reduce the attack

surface and limit potential entry points for attackers.

• Employee Awareness - Regular security training for employees help foster a cybersecurity-

conscious culture, reducing the likelihood of human errors that can lead to breaches
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Key Takeaway

Technology for Continuous Cyber Monitoring of Offshore Assets.

SCAN TO DOWNLOAD
THIS PRESENTATION

• Technology for monitoring of offshore assets is a crucial investment for ensuring 

the cybersecurity and operational resilience of these critical components of the 

energy and maritime sectors. 

• Detecting a cyber threat early can safeguard the business and its operations by 

rapid respond and mitigating the threat.

• While challenges exist, the benefits in terms of threat detection, risk mitigation, 

regulatory compliance, and operational continuity make continuous monitoring a 

vital strategy in today's cybersecurity landscape.
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THANK YOU
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